How Do Clients Know The JPMC Payment Validation Team is Calling?

Protect yourself before submitting a
payment

v" Ensure you have internal processes that can
be followed and executed fully, without any
mistakes

v" Treat changesin vendor contract
information with extreme caution

v" Ensure the requestor is a legitimate vendor.
Call that vendor to confirm the request is
legitimate

v" Must use a trusted phone number from your
own database, never from a received email
or invoice

v' Speak with the person who is personally
responsible for requesting the payment or
changing payment instructions

‘ U Tips on how to research a phone number/email address

JPMC Will Never Ask For:

X Full account number

X Social Security number

X Password

X Full Token code

X Aclient to click on a link and enter their credentials
X Control of your system

What questions will JPMC ask?
v How the payment instructions were received
v"Who validated the payment instructions

v Was a callback was performed to validate the
payment

If there are any doubts or suspicions:

v’ Terminate the call

v' Call the JPMC Fraud Hotline (866-619-3053)
v" Call to your Relationship Team

Search reliable sources - Enter the email domain or phone number into a Google

search to research validity.

Compare the results carefully - For instance, fraudsters may use a phone number

similar to the vendor’s real number, with as little as a single digit’s difference.
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